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Self-Management Access Authentication System Based on DHCP and Dynamic MAC Address
Binding
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Abstract: Common service software implementing DHCP protocol lacks the network-access authentication, which
makes DHCP network insecure, and to overcome this shortcoming and ensure the success of terminal and security of
access, it has to deploy additional commercial software. However, these software need some plug-ins’ support, and any
one of these plug-ins is not qualified because of heterogeneity of network and terminal. To meet demands of
diverse-terminal heterogeneous-network secure access, a self-management access system was designed which provides
authentication function based on dynamic MAC address binding. Besides, this system provides a self-management
module which has a vital function for registering and managing MAC address and querying network-access records, and
a DHCP-configure file module which aims to dynamically generate and conveniently manage DHCP-Server
configuration file. It is flexible and ease-configure without any plug-in.
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/*************************************/
2 MAC host x { hardware ethernet MAC; }
host x { hardware ethernet MAC;
33 fixed-address IPADDRESS;};
IH{CP /************************************/
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| E F Update-Flag /i Nfalse ‘

/************************************/
while (SMAC=mysql fetch array($queryresult))
Wi P MAC
Stempi++;
$writestr="host ".$tempi." { hardware
ethernet ".SMAC['MAC']."; } \n ";

$fileout=fwrite($dstfd, $writestr);
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$fileout=fwrite($dstfd, "} \n");

while(SMAC=mysql_fetch_array($control_machine

{/ P MAC
$tempi++;
$writestr="host  control machine ".$tempi." {\n

hardware ethernet ".$MAC['MAC'].";\n

4.2

1P
4.3

30

fixed-address ".$MAC['StaticIP'].";\n}\n";
$fileout=fwrite($dstfd, $writestr);}
/************************************/
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DHCP
/***********************************/
# DHCP Server
dhcp-server 0 ip

# MAC

interface Vlan-interfacel
ip address 192.168.207.254 255.255.255.0
igmp enable

# MAC

interface Vlan-interface2
ip address 192.168.206.254 255.255.255.0
dhcp-server 0

vlan

vlan

address-check enable

igmp enable

/**********************************/
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