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Integration of Feedback Adjustment and Real-time Monitoring for VPN System
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Abstract: VPN system generally lacks the ability to adjust to the feedback from status and performance monitoring. To
deal with this problem, an integration of feedback adjustment and real-time monitoring solution is introduced based on
OpenVPN, which understands the status of VPN service, communicates with the management interface to adjust its
behaviors, executes the administrative procedures according to the feedback automatically, and uses SNMP protocol to
make an agent to provide real-time monitor, make the administrator understand system parameters through Cacti,
ensures a continuous, reliable and high-efficiency vpn service. The experiments show that system can optimize the
operation according to the status and rules, and provide a real-time performance view.
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/* */

<User name="UserA”>

<Rule name="TC_1’ event="TrafficControl’>

<period>monthly</period><download>5G</downlo
ad><upload>2G</upload>

</Rule>

<Rule name="AC 1” event="AccessControl”>

<Clients action="DENY‘>

<Client>UserB</Client>

<Client>UserC</Client>

</Clients>

<Subnets action="ACCEPT* >

<Subnet>10.10.100.0/24</Subnet>

<Subnet action="DENY*>10.10.0.0/16</Subnet>

</Subnets>

</Rule>

</User>

/™* */
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/™ */

client-pf CIDA

[CLIENT DENY]

+UserB

+UserC

[SUBNETS ACCEPT]

+10.10.100.0/24

-10.10.0.0/16

[END]

END

/* */
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